Preparation
CleanUp 4,0 exe! - Download

CleanUp!, is a quick and easy way to delete temporary files from your system. Simply deleting these temp files may clear some infections, and will make running the following scans faster. 

Install and run. Click on the button labeled CleanUp!. 

When it finishes it will prompt you to restart Windows - there will be one or two files it cannot delete when Windows is running - however, they will be deleted next time Windows starts up.



Scan for Spyware/Adware
Ad-aware SE - Download -

Install the program and launch it. If you have a previous version of Ad-Aware installed, during the installation of the new version you will be prompted to uninstall or keep the older version - be sure to uninstall the previous version. 

First, in the main window, look in the bottom right corner and click on Check for updates now and download the latest reference files.

Next, we will configure Ad-Aware to perform a full scan. In the Ad-Aware main window, click on the gear icon at the top of the screen to open the preferences window. In the General window, make sure the following options are selected:
1) Automatically save log-file
2) Automatically quarantine objects prior to removal
3) Safe Mode (always request confirmation)

Click the Scanning button on the left-hand side and make sure the following options are selected:
1) Scan within archives
2) Scan active processes
3) Scan registry
4) Deep scan registry
4) Scan my IE Favorites for banned URLs
5) Scan my Hosts file

Please also click on Select drives & folders to scan and select your hard drive(s). Then click the Advanced button on the left-hand side and make sure all the options under Log-file Detail Level are selected. Next, click the Tweak button on the left-hand side. Click on Scanning Engine and make sure the following options are selected:
1) Unload recognized processes & modules during scanning
2) Obtain command line of scanned processes
3) Scan registry for all users instead of current user only

Click on Cleaning Engine and make sure the following options are selected:
1) Always try to unload modules before deletion
2) During removal, unload Explorer and IE if necessary
3) Let Windows remove files in use at next reboot
4) Delete quarantined objects after restoring

Finally, click on Safety Settings and make sure the following options are selected:
Automatically select problematic objects in results lists
Write-protect system files after repair (Hosts file, etc) 
Click on Proceed to save the preferences. Then please click the Start button on the bottom right side to begin a scan. Select Use custom scanning options and then click Next. Ad-Aware will then scan for malware.

Save the log file when it asks and then click Finish. Do not post the Ad-aware log in this forum unless requested.
When finished, mark everything for removal and get rid of it. (Right-click the window and choose Select All from the drop down menu and click Next).
--------------------------------------------------
For W98/ME users
Spybot S&D - Download 
Install Spybot and the DSO Exploit Fix. Start Spybot and select Update, Search For Updates, check the box next to each update and then select Download Updates. Next, select Search and Destroy, Check for problems and after scanning is complete, Fix selected problems marked with red. Finally, select Immunize and then the Immunize button to block common Spyware programs from installing.
---------------------------------------------

Step Two: Viruses/Trojans
Ewido Security Suite for Windows 2000 and XP only - Download Free Version (14 day trial) 
Ewido has been very effective at helping remove some of the more difficult infections. After installed, there should be a icon for ewido on your desktop. Double-click to run it.
Update ewido: From the main Ewido screen, click on update in the left menu, then click the Start update button.
After the update finishes (the status bar at the bottom will display "Update successful"), click on the Scanner button in the left menu, then click on the Start button. This scan can take quite a while to run, but if Ewido finds anything it will pop up a notification, so it needs to be monitored. If notified, select clean and check the boxes "Perform action with all infections" and "Create encrypted backup" before clicking on OK.
When the scan finishes, click on Save Report. This will create a text file. Please then paste the contents of the text file, and post it with your HijackThis log.



DrWebcureit.
DrWeb <<Download
Doubleclick the "drweb-cureit.exe" and click "ok" in the prompt window that will open , asking "start the express scan now".
It will first make a quick scan of your system, let it clean what it find, and when it says "done" in the lower left corner click on the drive you want to scan . A red dot will mark the selected drive(s) . 
Then hit the pedestrian who now has turned green

It will now scan your  drive(s), say yes to all



 


Windows Update 
An unprotected, unpatched Windows XP installation will get infected within minutes of connecting to the Internet. Because of this, we'll require you to do install critical updates before providing assistance in our forums. If not, we're both just wasting our time.

The first step in this process is to apply Service Pack 1a for Windows XP. Without this update, you're wide open to re-infection, and we're both just wasting our time.
Click here: Service Pack 1A
Reboot


 
Posting a Hijack This Log


Hijack This – 

Download:  
Hijackthis
Please make a new folder to put your HijackThis.exe into. Anywhere on your hard drive is fine other than your Desktop or the Temp folder. I suggest you use something like "C:\Program Files\HijackThis" but feel free to use any name.
This is to ensure it makes the necessary backups for recovery if needed.

Run Hijackthis exe-

Push - Do a systemscan and save a logfile – button

 And Highlight the Entire Log by pressing Ctrl+A and Copy it. Post log here
